CeTu Ans camMbIiX ManeHbKUxX
Hactb Bocbmasa. BGP u IP SLA

Hatawa CamounneHko







ABTOHOMHaA cuctema (AS)

 ABTOHOMHasg cuctema (AS) — ato cuctema IP-cetein u
MapLLUpYyTM3aToOpOB, yrnpaBnsieMbiX OOAHUM UM HECKONbKUMU

oneparopamMu, UMeLLUMN eOUHYI0 NONUTUKY MapLUpyTU3aunm c
NHTepHeTOoM.

 Autonomous System (AS) is a collection of
connected Internet Protocol (IP) routing
prefixes under the control of one or more
network operators that presents a
common, clearly defined routing policy to
the Internet. (RFC 1930)




Homep aBTOHOMHOM cuctembl (ASN)

[1Ba anana3soHa:

0-65535 (M3HavanbHO onpeaeneHHbIn ananasoH ansg ASN 16-bit)
65536-4294967295 (HoBbIn anana3oH and ASN 32-bit (RFC4893))

cnonb3oBaHUE:

0 n 65535 (3apesepBrpoOBaHbI)
1-64495 (nybnuyHble HoMepa)
65552-4294967295 (nybnn4yHbie HOMepa)

64512-65534 (npuBaTHbIE HOMEpPA)
23456 (npencrtaensieTt 32-bit AnanasoH Ha yCTponcTBax,

KoTopble paboTatoT ¢ 16-bit ananaszoHom)



[lpoTOKONbLI MapLIpyTU3aLUN

Interior gateway protocol — npoTtokon,
KOTOPbIN UCNOMNb3yeTcs ANnga nepegayu
NHdopMaLun 0 MapLIpyTax, BHYTPU
aBTOHOMHOW CUCTEMBbI.

Exterior gateway protocol — npoTtokon,
KOTOPbIN UCNONb3yeTcs ANnga nepegayu
NHopmMaLun 0 MapLipyTax, mexay
aBTOHOMHbIMU CUCTEMAMMN.







NMopknioueHue K ogHOMY nNpoBangepy
(single-homed customer)

» OTCcyTCTBYET N30LITOYHOCTD:

* MO YyCTpOUCTBaM

* MO NOOKMIOYEHUIO K NpoBanaepy

* MapLwpyTtusauums:

* CTatTn4decCKasd MapLlipyTtmn3auud
KnveHT

« Agpecauus
 PA 6rniok agpecos

» ABTOHOMHasa cucrtema

* MO npoBangepy e ISP 1
=

* He TpebyeTtcs




N36biTOUHOE NoOAKNIOYeHUe K OgHOMY

nposavgepy

* OTCcyTCTBYET N3OBLITOYHOCTD:
* MO YyCTpOUCTBaM
* MO npoBangepy
* MapLwpyTtusaums:
e cTaTuyeckasi MapLupyTusaums
« BGP
« Agpecauus
 PA Gnok agpecos
« ABTOHOMHas cucrtema
 He TpebyeTcs
e [NpueaTtHbI HOMep (c BGP)

ISP 1

KnMeHT

=

L,




U36bITOUHOE (NO yCTpOUCTBaM)
noaKnio4YeHe K ogHoOMY nposavaepy

‘ ISP 1

e OTCYTCTBYET N3DOLITOYHOCTD:
* MO npoBangepy

* MapwpyTtnsayms:
« BGP

e cTaTU4eckas MapLupyTM3auus

 Agpecauund

 PA 6riok agpecos %

* ABTOHOMHas cuctema ‘ KSMeHT

* [lpuBaTHLIN HOMEP




U36biTOUHOE noaKrnouvYeHue K ABYM
nposanpgepam (multi-homed customer)

ISP 1 ISP 2

* /130bITOYHOE NoakntoyeHune

* MapLpyTtusaums:

« BGP

« Agpecauyus:
* Pl 6briok agpecos

» ABTOHOMHasa cucrtema KnveHT

e [Ty6rin4HbIN HOMEP

o




U36biTOUHOE noaKrnouvYeHue K ABYM
nposanpgepam (multi-homed customer)

e [ToNHOCTBLIO N30bITOYHOE
noak4YeHune

* MapLwpyTtusauums:

« BGP
« Agpecauyus:

* Pl Gnok agpecos
 ABTOHOMHaga cmctemMa

e [lybrnnyHbIN HOMEP

ISP 1

@

ISP 2

\
JL=

/

N

KnMeHT







Border Gateway Protocol

« Path Vector Protocol
 TCP (nopt 179)

e ATpnOyTHI

* iBGP, eBGP




Open

Update

Notification

Keepalive

Tunsl coooweHnn BGP

ncnonb3yeTca Ana yCTaHOBKM OTHOLLEHUN
cocencrtea u odbmeHa 6as3oBbIMK NMapameTpamu.
OTnpaBnsieTca cpasdy nocre ycrtaHoBku TCP-
COeANHEHUA.

ncnonb3yertca ana obmeHa nHdgopmaumnen o
MapLupyTax.

oTnpaBnsaeTcs Koraa Bo3HuKatoT owwmnbkmn BGP.
[Tocrne oTnpaBku COOOLLEHNA CeccuUda C cocenom
pas3pblBaeTcA.

ncnosnb3yeTcsa Anga nogaepXXmBaHNs OTHOLLEHUN
coceacTaa, Anst OOHapyXXeHUs1 HeaKTUBHbIX
coceneun.



BGP-coceau

BGP He oOHapyXuBaeT coceen aBTomaTmdeckmn, kak IGP
npoTokornbl. Kaxabin cocen AormKeH ObiTb HACTPOEH.

Coceau BGP pasgenstorcs Ha:
e BHyTpeHHUX (iBGP)
* BHewHnx (eBGP)

Tun cocenga mMano BNUSiET Ha YCTAHOBKY OTHOLLIEHWIA COCEACTBA.

OTnnuma mexay pasnuMyHbiMU TUNaMmn coceaen NPosiBATCS B
npouecce oTnpaskn obHoBneHnn BGP 1 nobaeneHnn mapLipyToB B
Tabnuy mapLipyTusaumm.



BGP BbINOMHSAET Taknue NpoBepKU, koraa opMmnpyeT
OTHOLLEHWNA coceacTBa.

1. MapwpyTtunsatop gormkeH nony4vnTtb 3anpoc Ha TCP-
coeIMHEHME C aapecoM OTNpaBUTENA, KOTOPLIN yKa3aH B CNUCKe
coceneun.

2. Homep aBTOHOMHOW CUCTEMbI NOKanbHOro MapLupyTmusaropa
OOJTKeH coBnagaTb C HOMEPOM aBTOHOMHOM CUCTEMbI, KOTOPbIN
yKasaH Ha cocegHeM MapLupyTusaTtope komaHaoun neighbor remote-
as

3. NoeHTudukatopbl mapuwpytnsatopos (Router ID) He fosmKHbI
coBnagarb.

4. Ecnun HacTpoeHa ayTeHTUudmKaumna, To cocean AO0STKHbI MPOUTH
ee.



CocTosHUSA CBSA3U C coceasamu

e |dle
 Connect

* Open sent
* Open confirm

e Active

» Established

OxunpgaHue UHunumaumna YcraHoBrneHo OtnpasneHo lNMonyyeHo Cocen
CocTtosiHue TCP? TCP? TCP? Open? Open? Up?
|dle Het
Connect [la
Active [1a [la
Open sent [la [la [la [a
Open confirm [a [a [a [la [1a
Established [1a [1a [1a [la [a [a




Ommpasunun TCP Oxuaaem TCP

Mpobnemel ¢
yTaHoekor TCP-ceccum

Ompasnnn
coobuweHne
OPEN

He nonydeHo OPEMN
MK NapamMeTpbl
HE COOTBETCBYHT
0pyr Opyry

MNpobnembl
c BGF wnm
TCP

OPEN
SENT

He nonydeHo nogTeep#aeHWe
KEEFALIVE oT cocena

GPEM
B ﬁﬁ.ﬂ”ue Lliﬁ”“l;malw Monvyrnu
MapLlpyTU3aLLMM coogu.LEHHE
HalAeHbl MapLWpYyTbl OPEN

ANA OTNpPpaeKKn coecely



iBGP-coceau

BHyTpeHHUn BGP-cocepn (iBGP-cocen) — cocen, KOTOopbIn
HaxoauUTCA B TOU e aBTOHOMHOW CUCTEME, YTO U FNToKallbHbIU
MapLipyTmusaTtop.

__.-"". e,
. T

e "‘-.,\.

e/ L

/" AS 64502 .\

102.0.0.14/30 SEsgs—4==Cy

« Bce iBGP-coceau BHyTpH e \

o 102.0.0.9/30 .
aBTOHOMHOII CUCTEMbI AOMKHbI /'
BbITh COEAMHEHbI MOMHOCBAZHON  101.0.0.00005 %

o - 102.0.0.13/30
TOMNoMornen.
* IBGP-cocean He obsizaTernbHO |
OOMKHbI BbITb HEMOCPEACTBEHHO
COEeaAVNHEHbDI. '

102.0.0.17/30

102.0.0.1/30

OunbknH CeptudukaTt

—— \ 102.0.0.0/21 /



eBGP-coceau

BHewHun BGP-cocen (eBGP-cocen) — cocen, KOTOpbIn
HaxXoOUTCHA B aBTOHOMHOMW CUCTEME OTIMYHOW OT NOoKarnbHOro
MapLupyTmsaropa.

[To ymon4yaHuio, eBGP-cocean aomxHbl ObITb
HEenocpeacTBEHHO COEAUNHEHDI.

_ N
. ~ AS 64502
| L0:102.0.0.5/30 /

102.0.0.0/21

~ T

~~ AS 64501

|"
"~ L0:101.0.0.5/30

| 101.0.0.0/20

g
e

I

101.0.0.1/30 .
|

102.0.0.1/30

N banaraH-Tenekom OunbkuH Ceptudmkart

T - . ra . A
N ) £ ; S J‘\H {; .



UHchopmauna BGP

« Tabnuua cocenen — coceam BGP

e Tabnuua BGP:
e Cnuncok Bcex CETEU BblyYEHHbIX OT KaXdoro coceaa

 MoXXeT cogepaTb HECKOSIbKO nyTeun
* ATpunbyTtbl BGP anga kaxgoro nyTtu

e Tabnuua mapLipyTnsaunm — nyyime MapLipyThl K CETAM



UHdpopmauusa BGP

 Tabnuua cocenen — cocean BGP
» Tabnuua BGP — Bce n3BecTHble mapipyTbl BGP
e Tabnuua MmapLpyTusaymm — riyyine MapLipyTbl K CETAM

QO6HoBNEeHKA
OT cocepnei

nyyuime
MapLLpyThbl

»

OTOpoLleHHble

O6paboTka BXoAALLMX MapLIPYTh
OOHOBNEHWNA:

- npoBepka AS path

- hunbTPBI W Op. MpuHaTHIE

MapwpyTbl
Ta6nuya BGP flydine
Map L pyTbl
Bce u3sBecTHbIE »|AD

MapLpyTel OT coceqei

«

O6paboTka ucxoasaumx

OOHOBJTEHWHA:
- (hunbTpbI U Ap.

Tabnuua
MapLupy TU3ayum







Atpuoytol BGP

Well-known mandatory BCe MapLUpyTU3aTopbl OOJTKHbI
pacrnosHaBaTtb 3TU aTPUOYTLI.
[TpucyTCTBYIOT BO BCEX OOHOBIEHUSAX

Well-known discretionary Bce mapLupyTU3aToOpbl AOJTKHbI
pacrnosHaBaTtb 3Tu aTpuodyThl. MoryT
NPUCYTCTBOBaTb B OOHOBIIEHUSAX, HO
NX MPUCYTCTBUE HE 0D0A3aTENLHO.

Optional transitive MOTyT He pacno3HaBaTbCA BCEMU
peanunsaunamun BGP. Ecnn
MapLUpyTU3aTop He pacno3Han
aTpudyT, OH OTNpPaBnSAET ero
oanblie cocensm.

Optional non-transitive MOTryT He pacno3HaBaTbCHA BCEMMU
peanunsaunamu BGP. Ecnn
MapLUpyTU3aTop He pacno3Harn
aTpudyT, TO aTPUdbYT Npu nepegaye
coceasam otbpacbiBaeTcs.



Atpuoyrtol BGP:

* Well-known mandatory:
o Autonomous system path
o Next-hop
o Origin

* Well-known discretionary:
o Local preference
o Atomic aggregate

* Optional transitive:
o Aggregator
o Communities

* Optional non-transitive:
o Multi-exit discriminator (MED)






Autonomous system path

Autonomous system path (AS Path):

* yepes Kakme aBTOHOMHbIE CUCTEMbI MPoLLEn MapLUpyT

* Homep AS pobaBnsieTcst npu nepegade odbHoOBNEHUSA N3 ogHou AS
eBGP-coceny B apyron AS

AS 700
Vicnonb3yeTca Ana:
* oOHapyxeHus netenb Qms
* NPUMEHEHNA NOSIUTUK

7.7.0.0/16 700 l A% 100
7.7.0.0/16 300 100 700 4.4.0.0/16 300 400

1.1.0.0/16 300 100 1.1.0.0/16
2.2.0.0/16 300 200
3.3.0.0/16 300

AS 400 ' AS 300 Pl s
W \w 2.2.0.0/16




Next hop

ATtpnoyTt Next hop:

* IP-agpec cnegyrowen AS ana JOCTUXKEHUSA CETU Ha3HAYEHUS.

* 910 agpec eBGP-mapuwipyTtmnsaropa, 4Yepes KOTopbin UAET NyThb K
CeTU Ha3HavyeHud

4.4.0.016 11.111.2

3.3.0.0/16 11.11.1.2 AS 100
2.2.0.016 11.11.1.2 1.1.0.0/116
11111

/{—11.1.1.2

1.1.0.016 11.11.1.1]

AS 20
2.2.0.0/16

AS 400
4.4.0.0/16

AS 300
3.3.0.0/16




iIBGP n next hop

[lepBbIn War npu Bbibope nyywlero MapLipyTa:
e poctynHocTb next-hop (Route Resolvability Condition)

AS 100
&1’1.0.0}“1 6
[Ona Toro 4tobbl next-hop cuntanca %
OOCTYMNHbIM, HeODX0AMMO YTOOLI B Tabnuue

o 11.1.1.1
MapLipyTtusaunm ooein IGP-mapLipyT, KOTOPbIN
BedET K HEMY.

AT

AS 300 33.1.1
&Mm.m B




Third party next hop

AS 100
Q.ME

eBGP-ceccuu 111.1.1

2.2.0.016 11.11.1.2




Origin

ATpunoyT Origin:
* yKasbIBaET HA “nponcxoxaeHne” mapLlupyta B 0OHOBNEHUN

B0O3MOXHble 3Ha4YeHus:
* |IGP — mapuwpyT aHoHcmpoBaH B BGP (komaHgown network)
* EGP — mapuwpyT creHepuposaH EGP
* Incomplete — nepepacnpenerneHHbie MapLIpyThl

YuuTbiBaeTcs npu Bbibope mapLupyTa.






Co3sgaHue npouecca BGP

CospgaHue npouecca Ha msk-arbat-gw1:

nek-ar bat -gwl(conf)# router bgp 64500
nek-ar bat-gwl(conf-router)#

._.l
<.
-,

x
u msk-arbat-gwl ,f

-\..___\__--- ..x f-__.-'
. JInHKMunAn s

ANy 100.0.0.0/23

.'Hx

Ha mapuwipyTtmnsartope MoXeT
CyLLecTBOBaTb TOSIbKO oauH npouecc BGP



HacTtpowuka coceanen BGP

BHyTpeHHUn BGP-cocepn (iBGP-cocen) — cocen, KOTopbIn
HaxXoOUTCH B TOU K& aBTOHOMHON CUCTEME, YTO U FNTOKanbHbIN
MapLupyTusaTop.

IBGP-cocean BHYTpM aBTOHOMHOW CUCTEMbI OOSKHbI
ObITb coeunHEeHbI MONMHOCBA3HOW TOMOMNOrnen.
iIBGP-cocean He oba3aTenbHO OOMKHbI

ObITb HENOCPEACTBEHHO COEANHEHDI.

BHewHun BGP-cocen (eBGP-cocen) — cocen, KOTOPbIN HAaxoanTcs
B aBTOHOMHOW CUCTEME OTITIMYHOW OT NOKasribHOro MapLipyTusaTopa.

[To ymonuanuto, eBGP-cocean aomxHbl ObITb
HenocpeacTBEHHO COENHEHDI.



HacTpownka BHYTPEeHHUX coceneu

router bgp 64502
nei ghbor 102.0.0. 14 renote-as 64502
nei ghbor 102.0.0. 18 renote-as 64502

I / ) .H}_ -
-~ ~
/" AS 64502

[ 102.0.0.9/30

102.0.0.14/30

102.0.0.13/30

102.0.0.17/30

102.0.0.1/30
102.0.0.18/30

OunbkuH Ceptudukar

4

"\ 102.0.0.0/21 L



HacTpownka BHYyTpeHHUX cocenen. icnono3osaHne next-hop-self

rout er

nei g
nei g
nei g
nei g

N

1
1
1

bgp 64502

DOr
NDOr
DOr

DOr

102. 0. 0. 14 renote-as 64502
102. 0. 0. 14 next-hop-self
102. 0. 0. 18 renot e-as 64502

102. 0. 0. 18 next - hop-self
J— ;/#"'-.. ﬂ"'nh\i\}_ - |
/" AS 64502 .
/ 102.0.0.9130 102.0.0.14/30 @ H".

102.0.0.13/30

102.0.0.17/30

102.0.0.1/30

OunbknH Ceptndukar

— __----'x\ 102.0.0.0/21 Ve _f_..f/



HacTtpounka BHewWwHnX cocegen BGP

rout er bgp 64500
nei ghbor 101.0.0.1 renote-as 64501
neli ghbor 102.0.0.1 renote-as 64502

.--__.---- B -'h__\-\.

—_— __"--!"--' .-"'x\_:. -

7/ AS 64501
|

—

/' 101.0.0.0/20

AS 64502 E‘:

102.0.0.0/21

102.0.0.1/30 4

"\\1 101.0.0.1/30
|

h““x._ gana raH-Tenekom OunbknH Ceptupukatr |
—— —— "'\-\1 y 4 _'. r
S~ ______.M’C{—" o _‘“\ L ’
- - ----ci:- o -
Ve 101.0.0.2/30 102.0.0.2/30 )
| .0.0.
— <
l.-’/ AS 64500 msl<-arbat-gwl K\“
N 100.0.0.0/23 1
'||t |
S : JInHKMuAR f,.f;
T -



HacTtpounka BHewWwHnX cocegen BGP

router bgp 64501

nei ghbor 102.0.0.5 renote-as 64502

nei ghbor 102.0.0.5 ebgp-multihop 5

nei ghbor 102. 0. 0.5 updat e-source LoopbackO

I p route 192.168. 100. 1 255. 255. 255. 255 192. 168. 1. 2

router bgp 64502

nei ghbor 101.0.0.5 renote-as 64501

nei ghbor 101.0.0.5 ebgp-multihop 5

nei ghbor 101. 0. 0.5 updat e-source LoopbackO

| p route 192.168. 100. 1 255. 255. 255. 255 192. 168. 1. 2

As 64501 /

N as 6as02

| e F, —— . . ]
" 10:101.0.0.5/30 - N By 2 L0:102.0.0.5/30 L
| 101.0.0.0/20 W 10200002 )

101.0.0.1/30 102.0.0.1/30

'|
OunbkuH Ceptngukart |

banaraH-Tenekom
N, r ...-__.-'..

ey
"
"



AHoHcupoBaHue ceten B BGP

[1Ba MexaHn3mMma aHOHCUPOBaHUS CETEN:.
e KOoMaHaa network
e KomaHpaa redistribute

- T -y
.
o
o —

AS 64502 .
102.0.0.0/21 ™

—

/7 AS 64501
|

—

/" 101.0.0.0/20

s,
™,
A

102.0.0.1/30 ¢

R“m 101.0.0.1/30
|

""xa__ banaraH-Tenekom ®unbkuH Ceptuukar |
—_ S N\ — |
~ N _.____.,e’.”_-.-f’/
I.r”f 102.0.0.2/30 )
| Z
I"/ AS 64500 msl<-arbat-gwl )
N 100.0.0.0/23 |
'Il“ f
S~ B NIMHKMKWAN ) /



AHOHCUpPOBaHWE ceTen KomaHaon network

COOTBETCTBYHOLLMIA MapLUPYT OOMKEH CYLLIECTBOBaTb B Tabnuvue
MapLLpyTM3aLUmn, Npexae 4Yem ceTb OyaeT aHOHCuMpoBaHa

3Ha4veHune atpubyTta Origin oyaet “IGP”

router bgp 64501
network 101.0.0.0 mask 255.255.240.0

AS 64501 /x N ~< AS 64502 .
" 10:101.0.0.5/30 - EFE L0:102.0.0.5/30 L
| 101.0.0.0/20 Y 10200021 )
101.0.0.1/30 ' 102.0.0.1/30 ’

|
®unbkuH Ceptnpukart |

/
e
R e ___.--"'"-.
o - =
- )

banaraH-Tenekom

router bgp 64502
network 102. 0. 0.0 mask 255. 255. 248.0



AHOHCUpPOBaHME ceTen KomaHaou network

~__
AS 64502

102.0.0.0/21 ™

—
/7 AS 64501
|

—

/" 101.0.0.0/20

-\H\\"'.

102.0.0.1/30 ¢
|

OunbkuH Ceptuukar |

Rﬁ 101.0.0.1/30

I'H&_ Esna raH-Tenekom
o .
."f--- H\l
| Z
I'/ AS 64500 msl<-arbat-gwl \
AN 100.0.0.0/23 1
'Il‘ J
N \ NMMHKMrAN ;
—_— .

"""\-\.__ ____-':

——

router bgp 64500
networ k 100. 0. 0.0 mask 255. 255.254.0

Ip route 100.0.0.0 255.255.254.0 NullO



AHOHCUpoOBaHMe ceten komaHaou redistribute

[TomewaeT mapLpyTbl npotokona IGP nnn ctatnyeckme MapLipyThbl B
npouecc BGP.

3HayeHune atpubyTta Origin byget “Incomplete”

— ----f..//"'.. .-""-\-. - h . f}xl,.-'.--' '--.__.H.\ B
4 . ™, ~ = ] T
AS 64501 / / N
-' A ) = AS 64502
i r_-:"""".--""" Vi | e |
g T e

101.0.0.0/20 102.0.0.0/21 ™

o 101.0.0.1/30 102.0.0.1/30 .
|
M banaraH-Tenekom OunbknH Ceptudunkar |

— _ _.-.L\H. .___.{} A o " A - __:-__ -' /_."

o
— — 4
/ AS 64500 U‘;{V—“ msk-arbat-gwl
100.0.0.0/23 -;I"’
router bgp 64500 | T
redistribute static TN P

| p route 100.0.0.0 255.255.254.0 192.168.101. 3






HacTtpoukn BGP

nsk-ar bat-gwl# sh run | s bgp

router bgp 64500

no synchroni zati on

bgp | 0og- nei ghbor - changes

network 100.0.0.0 nask 255. 255. 254.0
nei ghbor 101.0.0.1 renote-as 64501

nei ghbor 101. 0. prefix-list LAN out
nei ghbor 101. 0. weil ght 500

nei ghbor 102. 0. renot e-as 64502

nei ghbor 102. 0. prefix-list LAN out
nei ghbor 102. 0. rout e-nap | NBOUND out
no aut o- sunmary

RPRRRRR



Coceaon BGP

CORE# show i p bgp summary

BGP router identifier 192.168.7.6, |ocal AS nunber 600

BGP table version is 20, nmain routing table version 20

13 network entries using 1716 bytes of nenory

17 path entries using 884 bytes of nenory

7/5 BGP path/bestpath attribute entries using 1036 bytes of nenory
4 BGP AS- PATH entries using 96 bytes of nenory

O BGP route-map cache entries using O bytes of nenory

O BG filter-list cache entries using O bytes of nenory

Bitfield cache entries: current 3 (at peak 4) using 96 bytes of nenory
BGP using 3828 total bytes of nenory

BGP activity 13/0 prefixes, 19/2 paths, scan interval 60 secs

Nei ghbor V  AS MsgRcvd MsgSent Tbl Ver 1 nQ Qut Q Up/ Down

St at e/ Pf xRcd

192. 168. 3. 2 4 100 3 8 0 0 O 04:35:36 Active
192. 168. 3. 6 4 100 282 283 20 0 0 04: 36:53
192.168.7.9 4 600 284 278 20 0 0 04: 36:53
192.168.9.10 4 600 279 278 20 0 O 04: 36: 38

O oo~



Tabnunua BGP

dyné6# sh ip bgp
BGP table version is 20, local router ID is 192.168.7.6
Status codes: s suppressed, d damped, h history, * wvalid, > best,

i - internal, r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.0.1.0/24 192.168.3.6 0 100 500 i
*> 192.168.1.0 192.168.3.6 0 100 500 i
*> 192.168.3.0 0.0.0.0 0 32768 i
*> 192.168.6.0 192.168.3.6 0 100 500 i
* 1192.168.7.0 192.168.7.9 0 100 0 i
x> 0.0.0.0 0 32768 1i
*> 192.168.8.0 192.168.3.6 0 100 500 i
r>il92.168.9.0 192.168.7.9 0 100 0 i
*> 192.168.10.0 192.168.3.6 0 100 500 i
* 3 192.168.11.12 100 0 1200 1100 i
r>il92.168.11.0 192.168.7.9 0 100 0 i
* 192.168.12.0 192.168.3.6 0O 100 500 1100
*>3 192.168.11.12 100 0 1200 1100 i
*>31192.168.13.0 192.168.11.12 0 100 0 1200 i
*>3 192.168.11.12 0 100 0 1200 i
r>il92.168.16.0 192.168.7.9 0 100 0 i



[ToaopobHasa nHpopmaumns o mapwipyte B Tabnuue BGP

dyn6# show i p bgp 192.168.10.0
BGP routing table entry for 192. 168. 10. 0/ 24, version 19
Pat hs: (2 avail able, best #1, table Default-IP-Routing-Table)
Advertised to update-groups:
1
100 500
192.168.3.6 from 192.168. 3.6 (192.168. 100. 2)

Oigin I GP, |ocal pref 100, valid, external, best
1200 1100

192.168.11.12 (nmetric 11) from 192. 168.7.9 (192.168. 11.9)
Oigin G, |ocal pref 100, valid, internal

MapLwpyTbl C KOOOM r>:

dyn6# show ip bgp rib-failure

Net wor k Next Hop RI B-failure RI B-NH Mat ches
192.168.9.0 192.168.7.9 Hi gher adm n di stance n/ a
192.168.11.0 192.168. 7.9 Hi gher adm n di stance n/ a

192. 168. 16. 0 192.168.7.9 Hi gher adm n di stance n/ a



Tabnunua mapLipyTusaumnm

dyn6#sh i p route

192.168.12.0/ 24 [200/0] via 192.168.11.12, 04:41: 31
192.168.13.0/ 24 [200/0] via 192.168.11.12, 04:41: 31
192. 168. 14.0/ 24 [200/0] via 192.168.11.12, 04:41: 31
192. 168. 15.0/ 24 [110/21] via 192.168.7.9, 04:42:28, FastEthernet2/0
192.168.8.0/24 [20/0] via 192.168. 3.6, 04:40: 46
192.168.9.0/24 [110/11] via 192.168.7.9, 04:42:28, FastEthernet2/0
192.168.10.0/ 24 [20/0] via 192.168.3.6, 04:40: 46
192.168.11.0/ 24 [110/11] via 192.168.7.9, 04:42:28, FastEthernet2/0
10.0.0.0/24 is subnetted, 1 subnets
10.0.1.0 [20/0] via 192.168.3.6, 04: 40: 46
192.168.6.0/24 [20/0] via 192.168. 3.6, 04:40: 46
192.168.7.0/24 is directly connected, FastEthernet2/0
192.168. 16. 0/ 24 [110/21] via 192.168.7.9, 04:42:28, FastEthernet2/0
192.168.1.0/24 [20/0] via 192.168. 3.6, 04:40: 47
192. 168. 100. 0/ 32 is subnetted, 1 subnet s
192.168.100.1 [1/0] via 192. 168. 3. 2
192.168.3.0/24 is variably subnetted, 3 subnets, 2 nasks
192.168.3.0/30 is directly connected, Fast Et hernet 1/ 0
192.168.3.0/24 is directly connected, NullO
192.168.3.4/30 is directly connected, FastEthernet0/0

OO U WOOWW QOQWQOWQOWWw



MapLupyTbl, KOTOpble aHOHCUpYtoTcsa coceny BGP

dyn6#sh 1 p bgp nei ghbor 192.168. 3.6 adverti sed-routes
BGP table version is 20, local router IDis 192.168.7.6

Status codes: s suppressed, d danped, h history, * valid, > best,
| - internal, r RRB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - inconplete

Oiginating default network 0.0.0.0

Net wor k Next Hop Metric LocPrf Weight Path

*> 192.168.3.0 0.0.0.0 0 32768 |

*> 192.168.7.0 0.0.0.0 0 32768 |

r>i 192.168.9.0 192. 168. 7.9 0 100 0 i

r>i 192.168.11.0 192.168.7.9 0 100 0 i

*>1192. 168. 12. 0 192.168. 11. 12 100 0O 1200 1100 i
*>1 192. 168. 13. 0 192.168. 11. 12 0 100 0 1200 i
*>1192.168.14. 0 192.168. 11. 12 0 100 0 1200 i

r>i 192.168. 16. 0 192. 168. 7.9 0 100 0 i

Total nunber of prefixes 8



MapLipyTbl, Nony4YeHHble OoT cocena BGP

dyné#sh i p bgp neighbor 192.168.7.9 routes

BGP table version is 20, local router IDis 192.168.7.6

Status codes: s suppressed, d danped, h history, * valid, > best,
| - internal, r RIB-failure, S Stale

Oigin codes: 1 - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*1192.168.7.0 192.168.7.9 0 100 0 i
r>i 192.168.9.0 192.168.7.9 0 100 0 i
*1192.168.10.0 192.168. 11. 12 100 0 1200 1100 i
r>i 192.168.11.0 192.168.7.9 0 100 0 i
*>i 192.168.12.0 192.168. 11. 12 100 0 1200 1100 i
*>j 192.168.13.0 192.168. 11. 12 0 100 0 1200 i
*>i 192.168.14.0 192.168. 11. 12 0 100 0 1200 i
r>i 192.168. 16.0 192.168.7.9 0 100 0 i

Total nunber of prefixes 8



dunetpayms Tabnmubl BGP

dyn6#sh i p bgp 192. 168. 0.0/ 16
% Network not 1 n table

dyn6# sh ip bgp 192. 168. 0.0/ 16 | onger-prefixes
BG° table version is 20, local router IDis 192.168.7.6
Status codes: s suppressed, d danped, h history, * valid, > best, | -
| nt er nal ,
r RIB-failure, S Stale

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 192.168.1.0 192. 168. 3.6 0O 100 500 i
*> 192.168.3.0 0.0.0.0 0 32768 i
*> 192.168.6.0 192. 168. 3.6 0 100 500 i
* 1192.168.7.0 192.168.7.9 0 100 0 i
*> 0.0.0.0 0 32768 i
*> 192.168.8.0 192. 168. 3.6 0O 100 500 i
r>i 192.168.9.0 192.168.7.9 0 100 0 i
*> 192.168.10.0 192. 168. 3.6 0 100 500 i
* 192.168. 11. 12 100 0O 1200 1100 i
r>i 192.168.11.0 192.168.7.9 0 100 0 i
* 192.168.12.0 192. 168. 3.6 0O 100 500 1100 i
*>j 192.168. 11. 12 100 0 1200 1100 i
*>j 192. 168. 13. 0 192.168.11.12 0 100 0 1200 |
* 192.168.14.0 192. 168. 3.6 0O 100 500 1100 i
*>j 192.168.11. 12 0 100 0 1200 |
r>i 192.168.16.0 192.168.7.9 0 100 0 i



dunetpayms BbiBoga no AS-path

MokasaTb MapLupyThl, AS path KoTopbIx coBnaaatoT C perynspHbIM

Bblpa)XeHnemM:
show i p bgp regexp <regexp>

MapLpyTbl Npoxoasiime yepes aBTOHOMHY0 CUCTEMY 67 :

dynl# sh ip bgp regexp _67_
BGP table version is 9, local router IDis 197.1.8.1
Status codes: s suppressed d danped, h history, * valid, >

best, i - internal, r RIB-failure, S Stale
Oigin codes: 1 - IGP, e - EGP, ? - iInconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 100.67.67.0/ 24 192. 168. 20. 8 0O 8 67 1|
*> 100.78.78.0/ 24 192. 168. 20. 8 0 8 67 1|

*> 100. 100. 6. 0/ 24 192. 168. 20. 8 0O 8 67 |






YnpaerneHue mapwpytammn BGP

YnpaBnaTb MaplpytamMmm MOXHO Ha OCHOBaHWM:
 [1lyTn Yepes3 aBTOHOMHbLIE cucTembl (AS path)
* [lpedukca (cetn n mackm)

e 3HadeHnss community

[lencTteus, KOTOPble MOXXHO BbIMOMHATD!
 [lepenatb mapLipyT

* be3 n3ameHeHnn

* [loMeHATb 3Ha4YeHUs1 aTpudyTOoB

* OT6pOCUTL MapPLUPYT

[locTynHble MexaHN3MbI:
» AS-path access-list
 Prefix-list

 Route-map






dunestpauna mapupytos BGP

AS-path access-list
dunesTpauma rno nyTn Yyepes aBTOHOMHbIE CUCTEMBI

Prefix-list
duneTpauma no npedukcam

Route-map
Bo3MOXHOCTb rpynnupoBaTbh as-path access-list n prefix-list






AS-path access-list

CuHTakcuc: _ _
| p as-path access-list 1 <permt|deny> regexp

router bgp 100
network 192.168. 100. 0 mask 255. 255. 252. 0
nei ghbor 192.168.1.1 filter-list 1 out
nei ghbor 192.168.1.1 filter-list 10 in

| p as-path access-list 1 permt *$
| p as-path access-list 10 permt "~500%

show i p as- path-access-1|1i st

AS path access list 1
permt $

AS path access list 10
permt ~500%



PerynsapHble BblpaXkeHUs]

CnMBONbI, KOTOPbIE UCMOMb3YHTCA B PEryNAPHbIX BblpaXKeHUSAX:

noboun cumeon, BKtoYas npoben
* HOJb Unn bonbLlUe coBnageHUn C BbipaXXeHNEM
OAHO NN bonblUe cCoBNaaEHUN C BblpaXXeHUeMm
HOMb UN OQHO COBMNaaeHUE C BblpaXXeHUeEM
Ha4yano CTPOKU
KOHEeL, CTPOKM
__ mobowu pasgenutens (BKIoYas, Hadano, KoHeu, npoben)
\ He BOCMpUHMMATbL CrieayoLmnin CUMBOI KaK cneumarnbHbIn
[ ] coBnageHne ¢ ogHUM U3 CUMMBOJSIOB B AMana3oHe
| nornyeckoe nnu

P > +



[TprmMepbl perynspHbIX BblpaXeHNU

_67_  mapuwpyTbl npoxogdume Yepes AS 67
A67% maplipyThl U3 cocegHen AS 67
67% MmapLupyTbl OTNpaBneHHbie n3 AS 67
o7 ceTun Haxoasawmecs 3a AS 67

A$  mapLipyTbl okanbHom AS

¥ nobaga cTpoka



dunbrpaymsa ncxogaLmx aHOHCOB

fa2/0 ‘

" fal/0

fa2/0

AS 500

fa0/0

192.168.1.1/30 192.168.3.1/30

192.168.3.0/30

fal/O
192.168.1.2/30

fa2/0 192.168.3.2/30

100:192.168.100.1/32 AS 100
192.168.100.0/22

dyn1 n3 AS 100:

fanU‘

107 488 4N NiINA

I p as-path access-list 100 permt ~$
|

r out er bgp 100
nei ghbor 192.168.1.5 filter-list 100 out
nei ghbor 192.168.3.6 filter-list 100 out






[MpoBepka prefix-list

Dynl0# sh 1 p prefix-I|ist

Ip prefix-list LIST IN 2 entries
seq 5 deny 192.168. 10. 0/ 24
seq 10 permt 0.0.0.0/0 le 32

lp prefix-list LIST_QUT: 2 entries
seq 5 permit 192.168.100.0/22
seq 10 deny 0.0.0.0/0 le 32

dynlO#sh ip prefix-list detail
Prefix-list with the last deletion/insertion: dyn5_ out
Ip prefix-list LIST IN
count: 2, range entries: 1, sequences: 5 - 10, refcount: 2
seq 5 deny 192.168.10.0/24 (hit count: 2, refcount: 1)
seq 10 permt 0.0.0.0/0 le 32 (hit count: 0O, refcount: 1)
Ip prefix-list LIST _OUT:
count: 2, range entries:. 1, sequences:. 5 - 10, refcount: 4
seq 5 permt 192.168.100.0/22 (hit count: 0O, refcount: 1)
seq 10 deny 0.0.0.0/0 le 32 (hit count: 0, refcount: 1)

OT106pa3nTb MapLUpyThbl, KOTOPbIE cOBMaaatoT ¢ punstpom 1:

dynl# show ip bgp prefix-list LIST IN



Prefix-list

CuHTaKcuC:
ip prefix-list <list-name> [seq <value>] <deny|permit>
<network/length> [ge <value>] [le <value>]

network/len: ceTb N Macka

ge ge-value: bonbLue Yem nnu paBHO

le le-value: MEHbLLE YEM UMK paBHO

10.0.0.0/8 Tonbko cetb 10.0.0.0/8,

10.0.0.0/8 le 11 MapLUpYyTbl Y KOTOPbIX rnepBbin okTeT 10,
n macka ot 8 go 11,

10.0.0.0/8 ge 11 MapLUpYyTbl Y KOTOPbIX nepBbin okTeT 10,

n macka ot 11 go 32,
10.0.0.0/8 ge 11 le 13 mMapLupyThl Yy KOTOPbIX NepBbin OKTET 10,
n macka ot 11 go 13.



Prefix-list

ip prefix-list NetDay permit 10.0.0.0/8
10.0.0.0/8 10.0.0.0/10 10.0.0.0/16

ip prefix-list NetDay permit 10.0.0.0/8 le 10
10.0.0.0/8 10.0.0.0/10 10.0.0.0/16

ip prefix-list NetDay permit 10.0.0.0/8 ge 11
10.0.0.0/8 10.0.0.0/10 10.0.0.0/16

ip prefix-list NetDay permit 10.0.0.0/8 ge 10 le 20

10.0.0.0/8 10.0.0.0/10 10.0.0.0/16

10.0.0.0/24

10.0.0.0/24

10.0.0.0/24

10.0.0.0/24



Prefix-list

CuHTaKcuc: |
Ip prefix-list <list-nanme> [seq <val ue>] <deny|permt>
<networ k/ | engt h> [ ge <value>] [le <val ue>]

router bgp 100

network 192. 168. 100. 0 mask 255. 255. 252.0

nei ghbor 192.168.1.1 prefix-list DYN5_QUT out
nei ghbor 192.168.1.1 prefix-list DYNS_ IN in

Ip prefix-list DYN5_IN deny 192. 168. 14. 0/ 24

Ip prefix-list DYNS IN permt 0.0.0.0/0 le 32
Ip prefix-list DYNS_QUT permt 192.168. 100. 0/ 22
Ip prefix-list DYN5S_QUT deny 0.0.0.0/0 le 32






Route-map

route-map TEST permit 10

match ip address prefix-list dyn8 dyn6 dyn8 UJ1 dyn6

set local-preference 120

|

route-map TEST permit 20

match ip address prefix-list dyn5 dynd U as-path 100
match as-path 100

set local-preference 80

|

route-map TEST permit 30 pa3pewnTb ocTalnbHble



Route-map

router bgp 100
neighbor 192.168.1.1 remote-as 200
neighbor 192.168.1.1 route-map AS _filter in

route-map AS _filter permit 10
match as-path 1

route-map AS filter deny 20
match as-path 2

route-map AS filter permit 50

ip as-path access-list 1 permit _1100%
ip as-path access-list 2 permit 1200






Atpuoyrtol BGP:

* Well-known mandatory:
o Autonomous system path
o0 Next-hop
o Origin

* Well-known discretionary:
o Local preference
o Atomic aggregate

* Optional transitive:
o Aggregator
o Communities

* Optional non-transitive:
o Multi-exit discriminator (MED)



Bbi6op nyywero nytu BGP:

CHauvana npoBepsieTcs:

* foctyneH nn next-hop (Route Resolvability Condition)

. MakcumanbHoe 3Ha4yeHne weight (nokanbHO Ansa MapLlipyTusaTtopa)
MakcmnmanbHoe 3HadeHue local preference (ana scen AS).

[MpeanoyvecTb fokanbHbIN MapwpyT mapwpyTtusaTtopa (next hop = 0.0.0.0).
KpaTuanwmnm nytb yepes AS (cambint KopoTknn AS PATH)

MuHumansHoe 3Ha4veHme origin code (IGP < EGP < incomplete).
MuHuManbHoe 3HadyeHmne MED (pacnpocTtpaHseTtcs mexay AS).

. Myt eBGP nyywe 4yem nythb iBGP.

BeibpaTtb nyTb yepes bnmxkanwero IGP-cocena.

© © N o s~ Db =

BbibpaTb cambiv cTapbii MapLlipyT ans eBGP-nyTw.
10. BelOpaTb NyTb Yepes cocena ¢ HanmeHblunm BGP router ID.

11. BelbpaTtb nyTb Yepes cocega ¢ HanmeHblunm IP-agpecowm.



YnpaBneHue BXoaAaAwWMM U ucxogawmm TpadpmKom

YnpasneHne ncxogalmm TpagmKom:
* ATpnbyT weight (lokanbHO Ha MmapLupyTM3aTope)
* ATpnbyT Local Preference (nokanbHo B AS)
 banaHcupoBKka Tpaduka
e PacnpeneneHune tpaduka

YnpasneHue BxogAawmm TpaduKoMm:
* AS path prepend
« MED (nogkntoyeHune kK ogHon 1 T1om xe AS)
« Community (ecnvn nogaoepxuBaeTt nposangep)
* AHOHC pa3HbIX NpedunKcoB Yepes pasHbix ISP



Load sharing vs Load balancing

PacnpeaneneHune Harpy3ku — BO3MOXHOCTb pacnpenensTtb
TpadukK (BXoAALWMN UNTN NCXOAALLNIN) MO HECKOSTbKUM
MapLipyTam.

BanaHcupoBKa Harpy3kum — BO3MOXXHOCTb pacnpeaensTb
Harpy3Kky Mexay HeCKONbKMMU MapLUpyTamMmm ansa Tpaduka
nepenarLLLErocs B O4HY CETb

Load sharing is the ability to distribute outgoing traffic (or influence the flow of

incoming traffic) over multiple paths.

Load balancing is the ability to split the load toward the same destination (host

or |IP prefix) over multiple paths.






Route-map

route-map TEST permit 10

match ip address prefix-list dyn8 dyn6 dyn8 UJ1 dyn6

set local-preference 120

|

route-map TEST permit 20

match ip address prefix-list dyn5 dynd U as-path 100
match as-path 100

set local-preference 80

|

route-map TEST permit 30 pa3pewnTb ocTalnbHble



INNoruka paboTbl route-map

router bgp 100
neighbor 192.168.1.1 remote-as 500
neighbor 192.168.1.1 route-map IN_FILTER In

route-map IN_FILTER permit 10
match ip address prefix-list AS 1100

route-map IN_FILTER deny 20
match ip address prefix-list AS_ 1200

route-map IN_FILTER permit 50

Ip prefix-list AS 1100 deny 192. 168. 14. 0/ 24
Ip prefix-list AS 1100 permt 0.0.0.0/0 le 32
Ip prefix-list AS 1200 permt 192.168.11. 0/ 22
Ip prefix-list AS 1200 deny 0.0.0.0/0 le 32



INNoruka paboTbl route-map
192. 168. 10. 0/ 24

neighbor 192.168.1.1 remote-as 500 195 o8 14,01 54
neighbor 192.168.1.1 route-map in_filter in 192. 168. 55. 0/ 24

1

route-map in_filter permit 10

match ip address prefix-list AS 1100
deny 192. 168. 14. 0/ 24
permt 192.168.12.0/ 24
permt 192.168. 10. 0/ 24

route-map in_filter deny 20

match ip address prefix-list AS_1200
permit 192.168.11.0/22
deny 0.0.0.0/0 le 32

route-map in_filter permit 50



INNoruka paboTbl route-map

router bgp 100
neighbor 192.168.1.1 remote-as 500
neighbor 192.168.1.1 route-map in_filter in
192. 168. 10. 0/ 24

route-map in_filter permit 10 i
match ip address prefix-list AS 1100

deny 192. 168. 14. 0/ 24

permit 192.168.12.0/24 TaKkkakceTb cosnana

permt 192.168.10.0/24 c permitB prefix-list,
TO 3TO CcoBnageHume C

[MpaBunom 10 route-map.

route-map in_filter deny 20
B npaBune route-map

matCh |p addreSS prefIX IlSt AS 1200 CTOUT perm|t, NO3TOMY
permt 192.168.11.0/22 MapLLpYT pa3peLueH
deny 0.0.0.0/0 le 32

route-map in_filter permit 50



INNoruka paboTbl route-map

router bgp 100
neighbor 192.168.1.1 remote-as 500
neighbor 192.168.1.1 route-map in_filter in
192. 168. 11. 0/ 24

route-map in_filter permit 10 i

match ip address prefix-list AS 1100
deny 192. 168. 14. 0/ 24
permt 192.168.12.0/ 24 Tak Kak ceTb coBnana

permt 192.168. 10. 0/ 24 c permit B prefix-list,
TO 3TO CcoBnageHume C

[MpaBunom 20 route-map.

route-map in_filter deny 20 B npasune route-map

matCh |p addreSS prefIX IlSt AS 1200 CTOUT deny, NO3TOMY
permit 192.168. 11.0/22  vapwpyt sanpeluet
deny 0.0.0.0/0 le 32

route-map in_filter permit 50



INNoruka paboTbl route-map

router bgp 100
neighbor 192.168.1.1 remote-as 500
neighbor 192.168.1.1 route-map in_filter in
192. 168. 12. 0/ 24

route-map in_filter permit 10 i
match ip address prefix-list AS 1100

deny 192. 168. 14. 0/ 24

permt 192.168.12.0/24 Tak Kak ceTb coBnana

permt 192.168. 10. 0/ 24 c permitB prefix-list,
TO 3TO CcoBnageHume C

[MpaBunom 10 route-map.

route-map in_filter deny 20
B npaBune route-map

matCh |p addreSS prefIX IlSt AS 1200 CTOUT perm|t, NO3TOMY
permt 192.168.11.0/22 MapLLpYT pa3peLueH
deny 0.0.0.0/0 le 32

route-map in_filter permit 50



INNoruka paboTbl route-map

router bgp 100
neighbor 192.168.1.1 remote-as 500
neighbor 192.168.1.1 route-map in_filter in

route-map in_filter permit 10

match ip address prefix-list AS 1100
deny 192.168. 14. 0/ 24
permt 192.168. 12. 0/ 24
permt 192.168. 10. 0/ 24

route-map in_filter deny 20

match ip address prefix-list AS_1200
pernmit 192.168.11.0/ 22
deny 0.0.0.0/0 le 32

route-map in_filter permit 50

192. 168. 14. 0/ 24

1

Tak Kak ceTb coBnana

c deny B prefix-list,

To 310 HE coBnageHue c
npasunom 10 route-map.

B 20 npasune route-map
MapLUpyT nonagaeT Ha deny.
I10 HE coBnageHwue c 20.

B npasune 50 route-map
cTouT permit n HeT match,
NO3TOMY MapLlpyT
coBrnagaeT u paspeLleH



INNoruka paboTbl route-map

router bgp 100
neighbor 192.168.1.1 remote-as 500
neighbor 192.168.1.1 route-map in_filter in

route-map in_filter permit 10

match ip address prefix-list AS 1100
deny 192. 168. 14. 0/ 24
permt 192.168. 12. 0/ 24
permt 192.168. 10. 0/ 24

route-map in_filter deny 20

match ip address prefix-list AS_1200
pernmit 192.168.11.0/ 22
deny 0.0.0.0/0 le 32

route-map in_filter permit 50

192. 168. 55. 0/ 24

1

B 20 npasune route-map
MapLUpyT nonagaet Ha deny.
I10 HE coBnageHue c 20.

B npasune 50 route-map
cTouT permit u HeT match,
NO3TOMY MapLupyT
coBnagaeT v paspeLueH



INNoruka paboTbl route-map

192. 168. 10. 0/ 24
192.168. 11. 0/ 24
192.168. 12. 0/ 24
192. 168. 14. 0/ 24
192. 168. 55. 0/ 24

1

route-map in_filter permit 10

match ip address prefix-list AS 1100
deny 192. 168. 14. 0/ 24
permt 192.168.12.0/24
permt 192.168. 10.0/ 24

route-map in_filter deny 20

match ip address prefix-list AS_1200
permt 192.168.11.0/22
deny 0.0.0.0/0 |l e 32

route-map in_filter permit 50

1

192. 168. 10. 0/ 24
192.168. 12. 0/ 24
192. 168. 14. 0/ 24
192. 168. 55. 0/ 24



Kputepun match B route-map

Network/mask match ip address prefix-list
AS-path match as-path

BGP community match community

Route originator match ip route-source

BGP next-hop address  match ip next-hop



[TapameTpsbl set B route-map

AS path prepend
Weight

Local preference
BGP community
MED

Origin

BGP next-hop

set as-path prepend
set weight

set local-preference
set community

set metric

set origin

set next-hop






YnpaBneHue ncxoasawmm tpacdoukom

YnpaBneHune ncxoaawmm TpagmuKomMm:
* ATpnOyT weight (filokanbHO Ha MapLUpyTU3aTope)
* ATpnoyT Local Preference (nokansHo B AS)
 banaHcupoBKa Tpaduka
e PacnpeneneHune tpaduka






ATpnbyT weight

 [1ponpuetapHbin “atpmndyTt” Cisco.

 [lokanbHOE 3Ha4YeHne Ansa MmapLipyTmsartopa, KOToOpoe He
nepenaeTcs BMecTe ¢ npedunKcom.

e Uem bornblue 3Ha4veHne aTpubyTta, TeMm bonee npeanodTUTENeH
nyTb 8bIx00a.

[lpuMeHeHne KO BCeM MapLupyTamM nonyyYeHHbIM OT coceaa:
neighbor 192.168.1.1 weight 500

[TpumeHeHne Yepes route-map:
route-map set_weight permit 10
set weight 500
sh ip bgp route-map set_weight

sh route-map



ATpnoyTt weight

route-map set_weight permit 10

set weight 500

!

router bgp 100

neighbor 192.168.1.1 route-map set_weight in

fa2/0 fa2/0 ‘

" fal/0

AS 500

fa0/0

192.168.1.1/30 192.168.3.1/30

182.168.3.0/30

fal/
192.168.1.2/30 fa2/0 192.168.3.2/30

100:192.168.100.1/32 AS 100
192.168.100.0/22







Atpnoyt Local Preference

 [lepenaeTcs TONbKO BHYTPY aBTOHOMHOW CUCTEMBI.

e Uem bornblue 3Ha4veHne aTpudbyTta, TeM bonee npeanodTUTENeH
NyTb 8bIx00a.

 [1o ymonyaHuto 3Ha4veHne 100

N3MEHUTb 3Ha4YEeHNE MOST YMOSTHAHMUIO:
router bgp 100
bgp default local-preference <0-4294967295>

[TpumeHeHne Yepes route-map:
route-map set_ LP permit 10

set local-preference 500



Atpnoyt Local Preference

router bgp 100
neighbor 192.168.1.1 remote-as 500
neighbor 192.168.1.1 route-map in_filter in

route-map in_filter permit 10

match ip address prefix-list AS_ 1100
deny 192.168. 14. 0/ 24
permt 192.168. 12. 0/ 24
permt 192.168. 10. 0/ 24

set local-preference 200

route-map in_filter deny 20

match ip address prefix-list AS_1200
pernmit 192.168.11.0/22
deny 0.0.0.0/0 le 32

route-map in_filter permit 50






Load sharing vs Load balancing

PacnpeaneneHune Harpy3ku — BO3MOXHOCTb pacnpenensTtb
TpadukK (BXoAALWMN UNTN NCXOAALLNIN) MO HECKOSTbKUM
MapLipyTam.

BanaHcupoBKa Harpy3kum — BO3MOXXHOCTb pacnpeaensTb
Harpy3Kky Mexay HeCKONbKMMU MapLUpyTamMmm ansa Tpaduka
nepenarLLLErocs B O4HY CETb

Load sharing is the ability to distribute outgoing traffic (or influence the flow of

incoming traffic) over multiple paths.

Load balancing is the ability to split the load toward the same destination (host

or |IP prefix) over multiple paths.



banaHcupoBka ucxopauwero Tpadguka
c nomouibto BGP multipath

BGP Multipath no3BonsieT ncrnonb3oBatb B Tabnuue
MapLupyTu3aumm Heckonbko Mapwpytos BGP k ogHoMYy U
TOMY Xe nony4yarternto.

BGP BCE paBHO BbLIOMPAET OANH NMYTb Kak NyYLLINN U aHOHCUPYET
cocendam TonbKo ero.

[1na mapLupyToB OOMKHbI BbINOMHATLCA Takue KPpUTEepUn:
* [JomkHbl ObITb OgMHAKOBbLIMK aTpubyTamn weight,
local preference, AS path (Becb aTpnbyT, a He TONbLKO
anuHa), origin code, MED, meTtpuka IGP.
* next hop MapLupyTmMsaTop Ang Kaxgoro MapLupyTra
OOIMKEH ObITb pasHbIM



banaHcmpoBKa ncxogsdulero Tpaguka
c nomouibto BGP multipath

Tak kak BGP Multipath Tpebyet coBnageHus AS path, 10
banaHCcMpoBKa Harpy3Kn MOXET BbINONMHATLCS B TOM Cliyyae,

€CJIN KIMMeHT NoAKI4yeH K 0ogHOMY U TOMY XKe nposafx’mepy
HECKOJIbKUMIWN JTIMHKaMW.

router bgp 100
maxi mum pat hs 2

[ns Toro 4ToObl 6anaHcMpoBaTb Harpy3Ky Mexay pasfMyHbIMU

npoBagepamu, Heob6xoaMMO UCMONbL30BaTb CKPbITYIO KOMaHAy
|OS:

router bgp 100
bgp bestpath as-path nultipath-rel ax

AS path gormxeH 6bITb OAMHAKOBON ANMHbLI, HO HE 0DA3aTENbHO
coBnagaTb Mo nepevHio AS



banaHcmpoBKa ncxogsdulero Tpaguka
c nomouibto BGP multipath

XoTsa B Tabnuue BGP mapuwpyT BblibnpaeTcst No-npexxHemMy TOSTbKO
OOWH, B Tabnuue mapwpyTtnsaumm éyayt oba:

dynl#sh ip bgp 192.168.14.0
BGP routing table entry for 192.168. 14. 0/ 24, version 43
Pat hs: (2 avail able, best #2, table Default-I|P-Routing-Table)
Mul ti path: eBGP
Fl ag: 0x1820
Not advertised to any peer
500 1100
192.168.1.1 from 192.168.1.1 (192. 168. 6. 5)
Oigin | GP, |ocal pref 100, valid, external, nultipath
600 1200
192.168.3.1 from 192.168. 3.1 (192. 168. 7. 6)
Oigin I G, |ocal pref 100, valid, external, nultipath, best

dynl# sh ip route
B 192.168.14.0/ 24 [20/0] via 192.168.3.1, 01:23:19
[20/0] via 192.168.1.1, 01:23:19



banaHcmpoBKa ncxogsdulero Tpaguka
c nomouibto BGP multipath

NoapobHas nHdopmauus 0 MapLipyTe B Tabnuue MapLipyTU3aLum:

dynl# sh ip route 192.168.14.0
Routing entry for 192.168. 14.0/ 24
Known via "bgp 100", distance 20, netric O
Tag 600, type external
Last update from 192.168.1.1 00: 02: 29 ago
Routi ng Descri ptor Bl ocks:
*192.168.3.1, from192.168.3.1, 00:03:25 ago
Route netric is O, traffic share count is 1
AS Hops 2
Route tag 600
192.168.1.1, from 192.168. 1.1, 00:02:29 ago
Route netric is O, traffic share count is 1
AS Hops 2
Route tag 600



banaHcmpoBKa ncxogsdulero Tpaguka
C Y4ETOM MPOMNYCKHOM CNOCODOHOCTN KaHaroB

BGP Multipath 6anaHcupyeT Harpy3ky 6e3 ydeTta nponycKHOm
CNOCOOHOCTU KaHana.

dyHkuna BGP Link Bandwidth no3sonseT 6anaHcmpoBaTtb
Harpysky B COOTBETCTBUM C NPOMYCKHOW CNOCOBOHOCTLIO.

EBGP coceau 10/15KkHbI ObITH HEIOCPEACTBEHHO COCAMHEHbI
JIJISE TOTO YTOObI UCIOJIb30BATH 3Ty BO3MOKHOCTH!

router bgp 100

bgp dnezl i nk- bw

nei ghbor 192.168.1.1 dnezli nk-bw
nei ghbor 192.168. 3.1 dnezl i nk-bw



banaHcmpoBKa ncxogsdulero Tpaguka
C Y4ETOM MPOMNYCKHOM CNOCODOHOCTN KaHaroB

dynl#sh ip bgp 0.0.0.0
BGP routing table entry for 0.0.0.0/0, version 123
Paths: (2 avail able, best #2, table Default-I|P-Routing-Table)
Mul ti path: eBGP
Fl ag: 0x800
Advertised to update-groups:
1
600
192.168.3.1 from 192.168.3.1 (192.168. 7. 6)
Oigin IGP, netric O, |ocal pref 100, valid, external,
mul ti path
DVZ- Li nk Bw 250 kbytes
500
192.168.1.1 from 192.168.1.1 (192. 168.6.5)
Oigin G, netric 0, |ocal pref 100, valid, external,
mul ti pat h, best
DVEZ- Li nk Bw 1000 kbytes



banaHcmpoBKa ncxogsdulero Tpaguka
C Y4ETOM MPOMNYCKHOM CNOCODOHOCTN KaHaroB

dynl#sh ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet
Known via "bgp 100", distance 20, netric O, candidate
default path
Tag 500, type external
Last update from 192.168.1.1 00: 01l: 02 ago
Routi ng Descri ptor Bl ocks:
192.168. 3.1, from 192. 168. 3.1, 00:01:02 ago
Route netric is O, traffic share count Is 1
AS Hops 1
Route tag 500
*192.168.1.1, from 192.168.1.1, 00:01: 02 ago
Route netric is 0, traffic share count is 4
AS Hops 1
Rout e tag 500






banaHcmpoBKa ncxogsdulero Tpaguka
C y4eToM nponyckHom criocobHocTn ana IBGP

dyn1:

router bgp 100

bgp dnzl i nk-bw

nei ghbor 192.168. 1.1 dnel i nk-bw

nei ghbor 192. 168. 3.1 dnzl i nk- bw

nei ghbor 192. 168. 100. 2 send-community both
nei ghbor 192. 168. 100. 3 send-community both
nei ghbor 192. 168. 100. 4 send-community both
maxi mum pat hs 4

dyn2:

router bgp 100

bgp dnzl i nk-bw

nei ghbor 192.168. 1.5 dnel i nk- bw

nei ghbor 192. 168. 3. 5 dnzl i nk- bw

nei ghbor 192. 168. 100. 1 send-conmunity both
nei ghbor 192. 168. 100. 3 send-community both
nei ghbor 192. 168. 100. 4 send-conmunity both
maxi num pat hs 4



banaHcmpoBKa ncxogsdulero Tpaguka
C y4eToM nponyckHom criocobHocTn ana IBGP

dyna3:

router bgp 100

bgp dnzl i nk- bw

nei ghbor 192. 168. 100.
nei ghbor 192. 168. 100.
nei ghbor 192. 168. 100.
maxi num pat hs i bgp 4

send- communi ty both
send-community both
send-conmmunity both

AN

dyn4:

router bgp 100

bgp dnzl i nk- bw

nei ghbor 192. 168. 100.
nei ghbor 192. 168. 100.
nei ghbor 192. 168. 100.
maxi mum pat hs i bgp 4

send-community both
send- communi ty both
send-community both

WN P






YnpaBrneHue Bxoasawmum Tpacdpukom

Cnocobbl ynpaBneHnsa Bxoaawmm TpadonKomMm:
* AS path prepend
 MED (noaknto4yeHue K ogHou 1 Toun Xe AS)
« Community (ecnu nogaepXxvBaeT nposanaep)
* AHOHC pa3HbIX NpedunKkcoB Yyepes pasHbix ISP






AS path prepend

o “YXyaweHue” mapLupyTta 3acudet yanunHeHns AS path.
* He Bcerna gaet HeobxoaMMbIN pesyneTar
* UeM OnuHHEE NyTb, TEM XYXXE OH CHMTaeTCcA ans exooa.

BbinonHseTca Yyepes route-map:
route-map set_prepend permit 10
set as-path prepend 35 35 35

[TlpoBepuTb prepend MOXHO Ha cocefe:
sh ip bgp

JlokanbHO MOXHO NpOBEPUTL HACTPOUKK route-map:
sh route-map



Mcnonb3oBaHne AS path prepend

fa2/0 fa2/0 ‘

- fal/0

AS 500

fa0/0

182.168.1.1/30 192.168.3.1/30

192.168.3.0/30

fal/0 fa2/0 192.168.3.2/30

d
192.168.1.2/30
| g l00:192.168.100.1/32 AS 100

faw()‘ 192.168.100.0/22
100 488 4M7 MDA

HacTtpoukn AS path prepend Ha dyn1:

route-map local_route permit 10

match as-path 100

set as-path prepend 100 100 100

!

router bgp 100

neighbor 192.168.3.1 route-map local_route out






Atpnoyt MED

 [lepepnaetcsa 4yepe3 eBGP coceaHen AS.

* B Cisco Ha3biBaeTcst metric

* YUem mMeHbLUe 3HadyeHune aTpubyTa, Tem bonee
npeanovTuTeneH NyTb eéxoda B nokarnbHyo AS.

* [1o ymonyaHuto 3Ha4vyeHue O

[IpumeHeHune Yyepes route-map:
route-map set. MED permit 10

set metric 500



Atpnoyt MED

router bgp 100
nei ghbor 192.168.1.1 renote-as 500
nei ghbor 192.168.1.1 route-map MED out out

route-map MED out permt 10

match i p address prefix-list 12
permt 192.168.101.0/ 24
permt 192.168.102.0/ 24

set metric 200

route-map MED out permt 20
match i p address prefix-list 100

permt 192.168. 100. 0/ 22
set netric 100






ATtpnoyt Community

 [lepenaetca coceaHen AS anga ynpaereHns BXoasaLwmm Tpaukom
(04HO N3 NPUMEHEHUN).

e TermpoBaHne MapLLPYyTOB

e CyLLecTBYIOT npeaonpenerieHHble 3Ha4YeHUs

 [1o ymMmOnN4aHuio HE nepeckInarTca coceasm

[lpmeHeHne Yepes route-map:
route-map set C permt 10
set community 500: 100

icnonb3oBaHMe community Kak Kputepusa 4yepes route-map:
route-map set C permt 10
mat ch community LP 200
set | ocal -preference 200



ATtpnoyt Community

[lpepgonpeneneHHble 3Ha4eHna communities:

* no-export (OXFFFFFFO01) — mapwpyTbl He aHOHcUKpytoTca EBGP-
coceasiM, HO aHOHCUPYHOTCA BHELLHMM coceasaM B KoOHpeaepaumu,

* no-advertise (OXFFFFFF02) — mapuwpyTbl HE OOMKHbI
aHoHcupoBaTbes apyrmum BGP-cocenam,

* no-export-subconfed (OXFFFFFF03) — mapLpyTbl HE OOMKHbI
aHoHcupoBaTbcsa BHewHUM BGP-cocegsam (HM BHELWHUM B
KoHdbeaepauumn, HM HacToALWMM BHeWHUM cocegsim). B Cisco aT1o

3Ha4YeHne BCTpeyaeTca U nog Ha3BaHmeM local-as.



[Mpnmep nonutukn ISP ¢ ncnonb3oBaHmem community

Time Warner Telecom AS4323 BGP Community String

Local Preference

BGP Community String Description
4323:80 Set Local Preference in AS4323 to 80
4323:100 Set Local Preference in AS4323 to 100
4323:120 Set Local Preference in AS4323 to 120
4323:187 Blackhole BGP Community -- Used only for /32
hosts
4323:555 Advertise to External Peers and Backbone
Customers
4323:666 Keep with in TWTC backbone
AS prepend
BGP Community String Description
4323:1 Prepend A54323 once
4323:2 Prepend A54323 twice
4323:3 Prepend A54323 three times




HacTtponka community coO CTOPOHbI KNMeHTa

dyn1:
| p bgp-comunity new f or mat
!

route-map LP 200 permt 10

mat ch as-path 100

set community 600: 200

I

route-map LP 500 permt 10

mat ch as-path 100

set community 500: 500

I
router bgp 100

nei ghbor 192.168. 1.1 send-community

nei ghbor 192.168.1.1 route-map LP 500 out
nei ghbor 192.168. 3.1 send-community

nei ghbor 192.168.3.1 route-map LP_200 out



Hactponka community

CTtaHgapTHbI community-list:
| p community-list <1-99> <permt | deny> <val ue>

[Mpnmep:
| p comuni ty-
| p community-

l1st 1 deny 100: 37
list 1 permt Internet

PaclimnpeHHbIn community-list:
| p community-list <100-199> <permt | deny> <regexp>

ImeHoBaHHbIM community-list:
| p community-|ist <standard| expanded> <nane> <permt |
deny> <val ue| r egexp>



HacTtponka community co cTopoHbI npoBanaepa

dynb:

ip bgp- communi ty new- f or mat

|p communi ty-list standard LP_200

permt 500: 200

|p comuni ty-1list standard LP_ 500 pernit 500: 500

route map client LP in permt 10
mat ch community LP 200

set | ocal -preference 200
route-map client LP in permt 20
mat ch comunity LP 500

set | ocal -preference 500
route-map client LP in permt 30
set | ocal -preference 150

!
router bgp 500

nei ghbor 192.168.1.2 route-map client
nei ghbor 192.168.1.6 route-map client_

nin
| N



HacTtponka community co cTopoHbI npoBanaepa

dyn5#sh ip bgp 192.168.100.0
BGP routing table entry for 192.168.100.0/22, version 720
Paths: (2 available, best #1, table Default-IP-Routing-Table)
Advertised to update-groups:
1 3
100
192.168.1.2 from 192.168.1.2 (192.168.100.1)
Origin IGP, metric 0, logalpref 500, valid, external, best
Community: 500:500
100
192.168.1.6 from 192.168.1.6 (192.168.100.2)
Origin IGP, metric 0, localpref 200, valid, external
Community: 500:200







AHOHC pa3HbIX NpeduKkcoB Yepes pasHbix ISP

* bnok agpecoB MOXHO pa3dbuTb Ha NOACETH
e [logceTn ¢ mackon He annHHee /24
« HacTb NnogceTen aHOHCUpPYETCA Yepes 04HOro nposavaepa,
BTOpas — Yepes3 BTOPOro
e CyMMapHbIN gnana3oH aHOHcupyeTcst Yepes oba ISP
* He Bcerga gaet Heobxoaumbln pe3ynsraT

e BnndeT Ha BxogdaLwmmn Tpadpuk




AHOHC pa3HbIX NpeduKcoB Yepes pa3Hbix ISP

! fa2/0 fa2/0 ‘
fal/0

fa0/0

192.168.1.1/30 192.168.3.1/30

192.168.3.0/30

router bgp 100

network 192.168. 100.0 wm%1m0 fa2/0 192.168.3.2130

network 192.168.101.0 |on:192.158.1n0.1x32 AS 100
network 192. 168. 102.0 agm 192.168.100.0/22
network 192.168.103.0 1o 448 402 A1

network 192.168. 100. 0 mask 255. 255 252.0
nei ghbor 192.168.1.1 prefix-list dyn5 out
nei ghbor 192.168.3.1 prefix-list dyn6 out

prefix-list dyn5 permt 192.168. 100. 0/ 22
prefix-list dyn5 permt 192.168. 101. 0/ 24
prefix-list dyn5 permt 192.168. 102. 0/ 24

© OO © T

prefix-list dyné permt 192. 168. 100. 0/ 22
prefix-list dyné permt 192.168. 100. 0/ 24
prefix-list dyné permt 192.168. 103. 0/ 24






Hard reset

Hard reset:
clear 1 p bgp *

PeaynbraT BbINOMHEHUA KOMaHObI Clear ip bgp *:
* Copoc Bcex BGP-coegMHEHNN C 3TUM MapLLUPYyTU3aTopoMm
* Ounwaertcsa Tabnuua BGP
* Ceccum BGP nepexogsaTt na coctosiHusa established B coctosiHue idle
* Bca nHgopmauuns gomkHa 6biTb 3aHOBO BblyveHa (cocef OOMMKEH ee
3aHOBO OTNPaBUTb)

Hard reset ana cocena:
clear i p bgp <nei ghbor-address>

Pesynbrart BbINOMHEHNA KOMaHAbI clear ip bgp <neighbor>:

* Cobpoc BGP-coegnHEHN TONbLKO C cOCeaoM

* Ceccua BGP, yctaHoBNeHHasi ¢ 3TUM coceoMm, NepexognT mn3a
cocTosiHMA established B coctosHue idle

* Bcs nHpopmaums ot cocega gormkHa bbiTb 3aHOBO BblyYeHa



Outbound soft reset

Outbound soft reset:
clear i p bgp <nei ghbor-address> out

PeaynbraT BbINOMHEHNA KOMAHAObI:

* MapLpyThbl BblyYeHHbIE OT yKa3aHHOro cocefa He TepsitoTcA

* Bepcua tabnuuybl (table version number) ana cocena BbiCTaBnsgeTcs
pasHou 0. [Npn HacTynneHun crnieagyoLwero MHTepeana ansa oTnpaBku
oOHOBEHUN, MapLUpyTM3aTop npoeepsieT Tabnuuy BGP v oTnpasngaer
cocefly BCe MapLupyThbl, Tak KakK y HUX Bepcusi bonbLue Yem HOMb

* JloKarnbHbIN MapLUpyTM3aToOp OTApaBndeT 3aHOBO BCIO MHOPMaLUIO
BGP coceny, He pa3pbiBasi COeANHEHUS

* CoeuHEHMEe He pa3pbiBaeTcs

* OTO KOMaHOa HyXXHa Onsi cnydaes, Korga obHOBNAETCS ncxoasias
NoNnMTUKa

* [pn nameHeHnn BxogdaLen NoNUTUKN, KomaHaa soft out He nomoraer



Dynamic inbound soft reset

Dynamic inbound soft reset:
clear i p bgp <nei ghbor-address> in

Pesynbrart BbINOMHEHMA KOMaHAb! clear ip bgp <neighbor-address> in:
* MapLwpyTbl OTNpaBneHHbIE coceny He yomnpatoTcs
* CoeuHeHMe He pa3pbiBaeTcs
* OBHOBIEHNS HE COXPAHAITCS JTOKaribHO
* Coce[f, 3aHOBO OTMNpaBnsieT MapLpPyThl
* ObHOBNAET MapLUPYThLlI OT coceaa B Tabnuue mapLipyTusaunm

JlokanbHO COXpaHUTb MapLLPYThI NONy4YeHHbIE OT coceaa:
nei ghbor <nei ghbor> soft-reconfiguration i nbound

show i p bgp nei ghbour <nei ghbor> recei ved-rout es






KomaHAabl oTnagku

debug i p tcp transactions
debug i p bgp events
debug i p bgp keepalives

NHdopmauns o6 obHoBneHusax BGP:
debug 1 p bgp updates

OT06pa3nTb Bce BXoasiLLue n ncxogdawme obHoBneHnsa ans

MapLipyToB coBnagatoLmx c ACL:
debug 1 p bgp updates <acl >

OT106pa3nTb Bce OOHOBMNEHUS MOSTYYEHHbIE OT UITN OTMPAaBIEHHbIE

coceny (MoxHo gobaensate ACL):
debug 1 p bgp <i p-address> updates [acl]



Object Tracking
IP SLA

Policy based routing (PBR)
Embedded Event Manager (EEM)



Object Tracking
IP SLA

Policy based routing (PBR)
Embedded Event Manager (EEM)






Object Tracking (Enhanced Object Tracking)

Ob61BLEKTbI, COCTOSIHUE KOTOPbIX MOXET OTCNEXMNBATLCS:
» CocTtogaHune Line-Protocol nHtepdenca
e [locTynHOCTbL MapLupyTa
 MeTpuka mapLupyTa
» CoctogaHue IP SLA

YcnoBusi MOXXHO KOMOWMHMpPOBAaTL



Object Tracking (Enhanced Object Tracking)

Ip sla 1

| cnp-echo 192. 168. 6.8 source-interface
Fast Et hernet 1/ 0

ti meout 500

frequency 3

Ip sla schedule 1 |life forever start-tine now

I p route 192. 168. 6. 8 255. 255. 255. 255 192.168.1.5

track 1 ip sla 1 reachability

track 1 ip sla 1 reachability
del ay down 10 up 5

Ip route 0.0.0.0 0.0.0.0 192.168.1.5 track 1
Ip route 0.0.0.0 0.0.0.0 192.168.2.6 250






Applications and Solutions

ERP/ Web Web Client- CoS/
-

Cisco 10S SLAs Functions

Network Network Edge-to-Edge
Performance Health Network
Monitoring Assessment Availabhility

IP SLA Trouble-

Shooting

Monitoring

Cisco 10S IP SLAs Metrics T

Packet
Sequence

Cisco IOS IP SLAs



[1oCTynHble nsmepeHns

router(config)# p sla nonitor 1
router(config-sla-nonitor)#type ?

dhcp

dl sw

dns

echo

ftp

http
jitter

pat hEcho

t cpConnect
udpEcho

Perform DHCP Qperati on
Perform DLSw Keepal i ve Operati on
Perform DNS Query

Perform Point to Point Echo Operations
Performftp operation

Perform HTTP Qperati ons

PerformJitter Qperation

Perform Path D scovered Echo Operations
Perform TCP Connect Operations
Perform UDP Echo Operati ons



[1lpoBepKa HaCTpoeK

dynl#sh track 1
Track 1
| P SLA 1 reachability
Reachability is Up
8 changes, |ast change 00: 23: 30
Delay up 5 secs, down 10 secs
Lat est operation return code: K
Latest RTT (mllisecs) 56
Tracked by:
STATI C- 1 P- ROUTI NG 0O

dynl# sh ip route track-table
ip route 0.0.0.0 0.0.0.0 192.168.1.5 track 1 state is [up]

dynl#sh ip sla statistics
| PSLAs Latest Operation Statistics

| PSLA operation id: 1
Latest RTT: 144 mlliseconds
Lat est operation start tine: *08:42:03.787 UTC Fri Dec 10 2010
Lat est operation return code: K
Nunber of successes: 517
Nunber of failures: 1
Qperation tine to live: Forever



IP SLA responder

Source Router Target Router
Responder
T
T4
=T3-T2

Responder genaet aBa 3amepa BpemeHu (T2 & T3)

Responder yuntbiBaeT BpemMs Ha 00paboTKy nakeTos
MapLLpyTU3aTOPOM

Responder no3BonseT BbIMOSTHATL OAHOCTOPOHHME n3mepeHus latency,
jitter, packet loss






Core event publishers
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HacTpounka npasun ang aBToMaTU4yeCckom OYUCTKU
Tabnuubl TpaHCNALNN

event nmanager applet track | SP

event track 1 state any

action 1.0 cli command "enabl e"

action 1.1 cli command "clear ip nat trans *"
action 1.2 syslog nsg "Track state i s changed"

event nmanager applet ISP 1 UP

event track 1 state up

action 1.0 cli command "enabl e"

action 1.1 cli command "clear ip nat trans *"
action 1.2 syslog nsg "ISP 1 is UP"

event nanager applet ISP _1 DOMN

event track 1 state down

action 1.0 cli comand "enabl e"

action 1.1 cli command "clear ip nat trans *"
action 1.2 syslog nsg "ISP 1 is DO/



[Tpnumep npaBuna

event nmanager applet TXl oad

event interface nanme FastEthernetl/0 paraneter txload
entry-op gt entry-val 80 entry-type val ue poll -

| nterval 10

action 1 track set 10 state up

action 2 track read 10

event manager applet TX oad | ow

event interface nanme FastEthernet1l/ 0 paraneter txl| oad
entry-op It entry-val 50 entry-type val ue poll -

| nterval 10

action 1 track set 10 state down

action 2 track read 10

track 10 st ub-obj ect
default-state down
del ay down 10 up 5

Ip route 0.0.0.0 0.0.0.0 192.168.3.1 track 10






Policy Based Routing

Policy Based Routing — mapLipyT1usaumna naketos, OCHOBaHHaA Ha

Habope ornpeaeneHHbIX NpaBusl.

[lpepnocTaBnseT 6oree rMbknm mexaHmsm gnst oopaboTKn NakeToB Ha
MapLupyTusaTopax, 4OMNOMNHAS CTaHOapTHY0 MapLUpyTu3auuto no

afapecy nony4varens.

MoxxeT ObITb NPMMEHEHA KaK K CKBO3HOMY TpaduKy, TaK U K nakeTam

creHepunposaHHbIM CaMM MapLUPyTN3aTOPOM



Policy Based Routing

Policy Based Routing — no3BonseT ynpasnaTb MapLupyTusaumnen
Tpaurka, Ha OCHOBAHMWN TaKNX NapaMeTpPOB:

e Apec oTnpasuTens (Unm KoMbnHauun agpec otTnpaBUTens-agpec
nony4yarens)

* lHdbopmaumsa 7 ypoBHS (npunoxeHnn) OSI

* IHTepgoenc, B KOTOPbIX NpULLIEN NaKeT

* Q0S-MeTKM

 Ntobas nHpopmauusa, ncnonbsyemasa B pacwumpeHHom ACL

HactpanBaetcs ¢ nomoulbo route-map



[Tpnumep npaBuna

Co3aaHue npasuna:
router(config)#event manager applet int_down

HacTpoika cobbiTns Ha kotopoe EEM Oyoet pearmpoBaTb:
router(config-applet)# event syslog pattern "Interface
G gabi t Et hernet 0/ 0, changed state to down"

HacTtpownka gencrtesum, KOTopble OyayT BbINOSHEHLI, NOCIe TOro Kak

NPOU30LLIIO CODbITUE:

router(config-applet)# action 1.0 cli comand "enabl e"
router(config-applet)# action 1.1 cli command "configure tern
router(config-applet)# action 1.2 cli command "interface g0/ 1"
router(config-applet)# action 1.3 cli command "no shut”
router(config-applet)#



HacTpouka npaBun Ana aBTomaTn4eCcKou

OYMNCTKM Tabnuubl TpaHCNALNNA

event nmanager applet track | SP

event track 1 state any

action 1.0 cli command "enabl e"

action 1.1 cli command "clear ip nat trans *"
action 1.2 syslog nsg "Track state i s changed"

event nmanager applet ISP 1 UP

event track 1 state up

action 1.0 cli command "enabl e"

action 1.1 cli command "clear ip nat trans *"
action 1.2 syslog nsg "ISP 1 is UP"

event nanager applet ISP _1 DOMN

event track 1 state down

action 1.0 cli comand "enabl e"

action 1.1 cli command "clear ip nat trans *"
action 1.2 syslog nsg "ISP 1 is DO/



[Tpumep HACTPOUKU pe3epBUPOBaAHUSA
KaHarioB u panpenerieHUsa Harpy3ku
MeXAay KaHanamm.

be3 ncnonososaHnsa BGP
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JTanbl KOHPUrypauum
1. Hactpounka NAT

2. HacTtpouka IP SLA ana MOHUTOpUHra goCTynHOCTU
npoBaungepa

3. lpuBaska pesyneratoB IP SLA 4yepes track k
cTaTU4yeCcKnm MapLupytam no ymosnyaHuto

4. HacTponka banaHCUpoBKU HArpy3ku mexay
npoBangepamu.

5. HacTpouka npaBun ansg aBToMmaTU4yeCcKou O4YUCTKMU
Tabnuubl TPaHCNALUUA NPU NEPEKITIOYEHNN HA OPYroro

nposangepa c nomouwisbo EEM



HacTpouka TpaHcnaumm agpecos

| nterface Fast Et hernet0/0
| p address 10.0.100.1 255. 255. 255.0
| p nat inside

| nterface FastEthernetl1/0
| p address 192.168. 1.1 255. 255. 255.0
| p nat outside

| nterface FastEthernet2/0

| p address 192. 168. 2. 1 255. 255. 255. 0
| p nat outside

!
| p access-list extended LAN

permt ip 10.0.100.0 0.0.0. 255 any

|
route-map ISP_1 permt 10

match i p address LAN

match i nterface FastEthernetl1/0

route-map 1SP_2 permt 10
match i p address LAN
mat ch i nterface Fast Et hernet2/0

terface Fal/0 overl oad

|
I p nat inside source route-map | SP_
I p na SP_ terface Fa2/0 overl oad

t inside source route-nmap |

o0 35

1
2 i



HacTtpouka IP SLA ana MoHUTOpUHra

OOCTYMHOCTM NpoBangepa

Ip sla 1

| cnp-echo 192. 168. 6.8 source-interface
Fast Et hernet 1/ 0

ti meout 500

frequency 3

Ip sla schedule 1 |ife forever start-tine now
!
Ip sla 2

| cnp-echo 192. 168. 7.9 source-interface

Fast Et hernet 2/ 0

ti meout 500

frequency 3
Ip sla schedule 2 |ife forever start-tine now

I p route 192. 168. 6. 8 255. 255. 255. 255 192.168.1.5
I p route 192.168. 7.9 255. 255. 255. 255 192.168. 2.6



[TpnBaska pesynesratoB |IP SLA yepes track K

cratn4eCKnMm Mmapupytam rno ymosriHaHutio

track 1 ip sla 1 reachability
del ay down 10 up 5

track 2 ip sla 2 reachability
del ay down 10 up 5

Ip route 0.0.0.0 0.0.0.0 192.168.1.5 track 1
Ip route 0.0.0.0 0.0.0.0 192.168.2.6 track 2



PacnpegeneHue Tpaduka c ncnons3osaHnem PBR

ACL onga sbiaeneHusa HeveTHbIX IP-agpecoB
| p access-|list standard odd
permt 10.0.100.1 0.0.0.254

ACL aons BblgeneHus HeYeTHbIX IP-agpecos
| p access-1list standard even
permt 10.0.100.0 0.0.0.254

route-map POLICY permt 10

match 1 p address odd

set ip next-hop verify-availability 192.168.1.5 1 track 1
route-map POLICY permt 20

mat ch 1 p address even

set i p next-hop verify-availability 192.168.2.6 2 track 2

| nterface FastEt hernet0/0
I p policy route-map POLICY



HacTpouka npaBun Ana aBTomaTn4eCcKou

OYMNCTKM Tabnuubl TpaHCNALNNA

event manager appl et Bal agan_ UP

event track 1 state up

action 1.0 cli comand "enabl e"

action 1.1 cli command "clear Ip nat trans *"
action 1.2 syslog nsg "Balagan i s UP"

event nmanager appl et Bal agan_ DOAN

event track 1 state down

action 1.0 cli comand "enabl e"

action 1.1 cli command "clear Ip nat trans *"
action 1.2 syslog nsg "Bal agan 1 s DOM'



Cant npoekta JInHkMuAn: http://linkmeup.ru

CeTu Ans camMbIiX ManeHbKUxX
Hactb Bocbmasa. BGP u IP SLA

Hatawa CamouneHko http://xgu.ru/wiki/Y4yacTHuk:Nata



